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Hoare logic

» Invented by Tony Hoare (now at Microsoft Research
Cambridge, UK) in 1969

» A formal mathematical system based on annotating
program code with assertions that must hold whenever

execution reaches that point

» Basic unit is the Hoare triple, written {p} C {q}

- Hoare's original notation was p {C} q



Demo: simple examples in
VeriFast



Meaning of Hoare triple

» What does {p} C {q} mean?

- If C begins execution in a state satisfying p then any final
state it reaches will satisfy g



Rules of Hoare logic

{p A b} C{p}

Ip} while b do C {p A —b} (o n bb G, {a]

{p A b} C2{q}

{p} if b then C; else C> {q}

{p} skip {p}
{py Ci{a}  {aq} G {r}

{p} Ci; G {r}
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list 0 x

w = 0;
while (x#0) do {
z := [x+1];

[x+1] := w;
W = X;
X i= z;

}

list -0 w

Proof of list reverse




Proof of list reverse

/‘ !
list & x \ 5
w = 0;
while (x%0) do { 3 b
z := [x+1];
[x+1] := w; 0

X 1= z;

}

list -0 w




Proof of list reverse

NN

w:= 0;

while (x#0) do { |
z := [x+1]; \
[x+1] := w; 0

W .= X,
X .= Z,

}

list -0 w




Proof of list reverse

list © x
w = 0; ]
while (x#0) do { |
z := [x+1]; \
[x+1] := w; 0

W .= X,
X .= Z,

}

list -0 w




Proof of list reverse

list 0 x

w = 0;
while (x#0) do {

z := [x+1];

[x+1] := w;

W = X;

list o

X 1= z;

}

list -6 w 5 =-B .




Proof of list reverse

list © X /

Jo,B. listaa x Alist Bw A 0 = -B-ax \

while (x#0) do {
z := [x+1];
[x+1] := w;

list o
W = X:

X .= Z,

}

list -0 w




Proof of list reverse

list O X

Jo,B. list o x Alist Bw A D =-B-a

while (x#0) do { 2 b c

z := [x+1]; \
[x+1] := w; 0 0

W .= X,

X .= Z,

}

list -0 w




Proof of list reverse

list & x /

Jo,B. list aa x AlistBw A S =-Ba A

(Vz. reach(x,z) A reach(w,z) = z=0) \

while (x#0) do {
z := [x+1];
[x+1] := w; list o
W= X;

X .= Z,

}

list -0 w




Proof of list reverse

list O X

list -0 w



Proof of list reverse

list 0 x A list gy

list -0 w



list 0 x A list gy

list -0 w

Proof of list reverse




Proof of list reverse

list 0 x A list gy

a b
e

list -0 w




Proof of list reverse

list © x A list gy
A (Vz. reach(x,z) A reach(y,z) = z=0)

list -0 w



Proof of list reverse

list 0 x A list ey
A (Vz. reach(x,z) A reach(y,z) = z=0)

Jo,B. listaa x AlistBwAS =-Paa
(vz. reach(x,z) A reach(w,z) = z=0)

while (x#0) do {
z := [x+1];
[x+1] := w;

}

list -0 w




Proof of list reverse

list 0 x A list gy

A (Vz. reach(x,z) A reach(y,z) = z=0)
Jo,B. listaa x AlistBwAd =-Pan
(vz. reach(x,z) A reach(w,z) = z=0)

Alist €y
A (Vz. (reach(x,z) v reach(w,z))
A reach(y,z) = z=0)
while (x#0) do {
z := [x+1];
[x+1] := w;
W .= X,
X 1= Z:

}

list -0 w




Proof of list reverse

list 0 x A list gy

A (Vz. reach(x,z) A reach(y,z) = z=0)
Jo,B. listaa x AlistBwAd =-Pan
(vz. reach(x,z) A reach(w,z) = z=0)

Alist €y
A (Vz. (reach(x,z) v reach(w,z))
A reach(y,z) = z=0)
while (x#0) do {
z := [x+1];
[x+1] := w;
W .= X,
X 1= Z:

}

list -6 w A listey

A (Vz. reach(x,z) A reach(y,z) = z=0)



Proof of list reverse

list 0 x A list ey
A (Vz. reach(x,z) A reach(y,z) = z=0)

list -0 w A list gy
A (Vz. reach(x,z) A reach(y,z) = z=0)
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The need for separation

The “list’ predicate:

list [ | x £

list (a::ot) x

(x = 0)
(Fy. [x] = a A [x+1] =y A list o y)




The need for separation

The “list’ predicate:

ist[| x £ (x=0)
list (azzot) x 2 (Fy. [x] = a A [x+1] =y A list o y)
In separation logic:

list [ ] x = x=0

( )
_ Iy X x+1
list (az:at) x & _ ; list o y

\_ J




The need for separation

X =a A [y]=b




The need for separation

list 0 X

Jo,B. list o x Alist Bw A S = -B-a A
(vz. reach(x,z) A reach(w,z) = z=0)

while (x#0) do {
z := [x+1];
[Xx+1] := w;

}

list -0 w



The need for separation

list © X

Joo AB listou x listBw & =-Ba

while (x#0) do {
z := [x+1];
[Xx+1] := w;

}

list -0 w



The need for separation

list & x

list -0 w



The need for separation

list & x list €y

list -0 w



The need for separation

list & x list €y

list -0 w
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Proof rules for separation logic

HEAP-WRITE HEAP-READ ALLOCATION DEALLOCATION

...................................
...........................................
...............................................

.......................................

x := alloc()

prowdlng [P] = [[Q]]




Proof rules for separation logic

......................... , ............................................ Where % S
FRAME : € »
3 s %
provided wr(C) n rd(€) = @ | EIIX €
Example:
42 2z 17 42
y Z Z
FRAME
[42] := 7 [42] ;=7
42 42
7 7




Proof rules for separation logic

e e e e s s s s ee e s s s e ess s s eess s e

DI R R R I I I I I R I I I I I I I I

o M

D R I I R I R R I I I I I I A A S P A S AP P PP

SEQ

e e e e s s s s e e es s s s e ess s s eess s e

D R R I I I I I A A P R R

D R R I I I I I P PP AP A A A P P A

e e e e s s s s e e es s s s e ess s s eess s e

D R R I I I I I A A P R R

D R R I I I I I P PP AP A A A P P A

I I R R I I I I A AT



Proof rules for separation logic




Proof rules for separation logic




Proof rules for separation logic

Ellz 17 42




Proof rules for separation logic

Ellz 17 42




Three assignments

[X]|=0 A [y]=0 A [z]=0

[X|=1 A [y]=0 A [z]=0
y] ;=1

IX|=1 A [y]=1 A [z]=0

IX|=1 A [y]=1 A [z]=1

I



Three assignments

[X|=0 A [y]=0 A [z]=0 A x#y A y#z A x*2Z

IX|=1 A [y]=0 A [z]=0 A x#y A y#z A x#2Z
y] ;=1

IX|=1 A [y]=1 A [2]=0 A x#y A y#Fz A xF2Z

IX|=1 A [y]=1 A [z]=1 A x#Fy A y#FZ A XF2Z

I



Three assignments

[X] ;=1
X1
X y i
1 0 0
ly] :=1
T
x1 t Z




Three assignments




Three assignments




Three assignments




Three assignments

xO Ii zO [X]|=0 A []/\[z]=0 A XFEY A YFZ A XFZ
X IX|=1 A [y]=0 A [z]=0 A x#y A y#z A XFZ
1
t IX|=1 A [y]l A [z]=0 A X#FY A yFZ A XFZ
Z z| : =1

1

IX|=1 A [y]=1 A [z]=1 A x#y A y#Z A XF2Z



Proof rules for separation logic

e® e s s s e e e e s s s e e e s s s s e e e s s s s e e s s s e 00 s s s s s s s e 0 0 o,

b

I I R A I I I I I I I I

while (b) {

=

e e e e s s s s s e e s s s s ees s s e et s s e e

D R I I I I R A A S P I I I I SR P

WHILE

b

e e ees s s s eess s s ees s st s s
e e ees s s s e ess s s s eess st

D R I I I I I T P AP A S P A Y

DI R R I I I R I R P P R A I I IR TP

e’

&
0

-

if (b) {

-

LI I I I I A )
I I R A I I I I I I I I

D R I I I I R A A S P I I I I SR P
—

e e ees s s s e ess s s s eess st

D I I I I I A

D R I I I I I T P AP A S P A Y

|
o
o)
|

D I I I I I A
R I I I P N I

D R I I I I I T P AP A S P A Y



st 5 Ll

list [ | w
T
Jo 3P list ot x istBw 0 =-Ba

list ot %’

X .
list ot z

T 4

1| w

list -0 w



Demo: List reverse in VeriFast
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Three assignments




Three assignments

X Z
0 ﬁ 0

1 t 1




Variables as resource

X= z=3

w=b



Variables as resource

x=h z=3




Variables as resource

ASSIGN
................................... X = 5 X > 5

: :
: :
: :
: :
: :
: :
: : n
: e :
: :
: :
: :
: :
: :
: :
: :
.....................................




Variables as resource




Variables as resource

W x=b [x z=8 |z x| x<7




Variables as resource

W x=b [x z=8 |z z| z>3




Variables as resource




Variables as resource

Xx=5 |X z=8 3|z] 3[z] z>3
W ]
x| 3[x
W= X
1
%
w| w=bh 2

X
X
1
N

X
X
|
@0)
N
N




Variables as resource

x=5 |[x z=8 3|z| 3}[x] x<7
W ]
x| 3[x
1
1

X
X X=8 % Z




list O x
Joo 3P list ov x
|
x#+0
ﬁﬁ
X e
Jo 3 3x’ 1 list ou X’
z := [x+1]
X .
: list ov z
| z
\_
X
Il w
13 N
|
|
k
W| list ov X
x=0
(( o =]

H

list [ | w

list B w

list B x

list B w

list -0 w




Some further reading

Separation Logic: A Logic for Shared Mutable Data Structures. By John C.
Reynolds. In Proceedings of LICS, 2002.
Available from http://www.cs.cmu.edu/~jcr/seplogic.pdf

The main reference for newcomers to separation logic.

Ribbon Proofs for Separation Logic. By John Wickerson, Mike Dodds and Matthew
Parkinson. In Proceedings of ESOP, 2013.
Available from http://www.cl.cam.ac.uk/™jpw48/ribbons esopl3.pdf

Introduces the ‘graphical’ reading of separation logic.

Variables as Resource in Separation Logic. By Richard Bornat, Cristiano Calcagno and
Hongseok Yang. In Proceedings of MFPS, 2006.

Available from http://www.eis.mdx.ac.uk/staffpages/r bornat/papers/bornatentcs.pdf
Introduces the idea of treating program variables as ‘resources’.



