An Introduction to
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What is BLAST?

® An automatic verification tool for checking
properties of C programs




A correct program

$ blast prog/prog.c
BLAST 2.5, Copyright (c) 2002-2008, The

BLAST Team.
int main() { e
. prog.c:3: Warning: Body of function main
int X,Y7s falls-through. Adding a return statement

if (x > y) {
X = X-Yy

Starting phase 4

[BAT] Calling refiner

addPred: 0: (gui) adding predicate
J_f (X <= O ) { X@main*-2+y@main*2<=-2 to the system
addPred: 0: ui) adding predicate
ERROR: goto ERROR; [NSHRSRyNS et o
addPred: 1: (gui) adding predicate
X@main*-2<=-2 to the system

addPred: 1: (gui) adding predicate
X@main*-2<=-2 to the system

Adding all preds now...

[BAT] Done refiner

No error found. The system is safe :-)



An incorrect program

int main( ) { $ blast prog/prog.c

int X,V BLAST 2.5, Copyright (c) 2002-2008, The BLAST Team.
J_f (X > y) { prog.c:3: Warning: Body of function main falls-through.
Adding a return statement
X = X—Y;
) . @ :: 0: FunctionCall(__BLAST_initialize_prog/prog.c()) :: -1
1t (X <= 1) @ :: 0: Block(Return(®);) :: -1
ERROR: .—1 : -1 Skip ‘:: 3 |
3 :: 3: Pred(x@main > y@main) :: -1
4 :: 4. Block(x@main = x@main - y@main;) :: 5
5 ::5: Predx@main <= 1) :: -1

Error found! The system is unsafe :-(

$




Assertion checking

#include <assert.h>

int foo(int x) {
1f (x > 0) {

X++;
assert(x > 0);




Assertion checking

$ blastpp prog2
Preprocessing prog2.c, please wait...

#include <assert.h>

Done.
int foo ( int X) { $ blast prog2.i -main foo
o No error found. The system 1is
lf (X > O) { safe :-)

X++;

if (1(x > 0)) {
ERROR: goto ERROR




Aside: assertions

#include <assert.h>

$ blastpp prog3
Preprocessing prog3.c, please watit...

) { Done.

int main (
int x = 0 $ blast prog3.i -main foo |
. No error found. The system 1is
int Y = 0 safe :-)
while (x==y) { §
Xt++;,y++;

assert(0);
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Temporal safety
specifications

int main ()
int x,vy;
init();
do {
lock();
y = Xj
if (x < 100) {
unlock();

} while (x !
unlock();
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Temporal gaiefr

int x,vy;

specificafjsais

int locked = 0;

do {

{ assert(locked == 0);

lock();

locked = 1;
Y = Xy

int main ()
int x,vy;
init();

do { if (x < 100) {
lOCk( ) ; assert(locked == 1);
y = X; unlock();
if (X < 100) { locked = 0;

unlock();

} while (x != y);

assert(locked == 1);

}- while (x | 7 unlock( ) ;
unlock(); locked = 0;

Y




Tempora int main () {

int x,y;

specifica s

int locked = 0;

do {

assert(locked == 0);

lock();

locked = 1;

global int locked

event {
pattern { $? Y = Xy

action { locked - if (x < 100) {
} assert(locked == 1);

event { unlock () ;
pattern { $? r locked = 0;
uard locked ==
gha’ { X++;
action { locked ;
} }
event { } while ( 1= y);
pattern { $? = unlock(); } assert(locked == 1);
guard { locked == 1 } unlock( );
action { locked = 0; } locked = 0;

}




Operational overview

refined abstraction

e Is there a

abstraction YES

path to ERROR

in the abstract
program/?

>

NO

Correctness proof

|10

Does
that path to

ERROR exist also in
the concrete

program/?

YES

\/
Counterexample

NO

Refine
abstraction
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A program

int main() {
int 1i;
int jJ = 0;
int k = 1i;
while(1i != 0) {
if(i > 0){
' Jt+;
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Path formula

® Transform path into SSA form
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Craig Interpolants

® For a formula p| A p2 that is unsatisfiable, a
Craig interpolant q is a formula such that

» pI = qis valid




Craig Interpolants

® For the theory of linear arithmetic with
uninterpreted functions that is



















$ blast assigner.c

Conflicting Blocks

O

[INFO] 3 : 3 Block(j@main
[INFO] 4 : 5 Pred(1@main ==
[INFO] 5 : 13: Pred(j@main !=
[BAT] Calling refiner

addPred: 0: (gui) adding predicate
addPred: 0: (gui) adding predicate
addPred: 1: (gui) adding predicate
addPred: 1: (gui) adding predicate
addPred: 2: (gui) adding predicate
addPred: 2: (guti) addlng predicate

(:]Addlng all preds now.
[BAT] Done refiner

$

Q=
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= Q;k@main = i@main;)

0)
k@main)

1@main==k@main to the system

1@main==k@main to the system
j@main==0 to the system

j@main==0 to the system
j@main==k@main to the system

j@main==k@main to the system










skip;




j0=0 A ko=io A i0#0 A i0>0 A i1=io-1 A ji=jot] A 11=0 A ji#Fko













G true
J=0; k=1i;
=0, k=i o + jo = ko
| (ir=0y;
a true o + jo = kO
(1>0);
o + jo = ko
Lttt
i+ j1 = ko
skip;
i1+ j1 = ko , ,
[ (1-=0); jo=0 A ko=io A
e o i0F0 A i0>0 A
=S AR b
I ; i1=io-1 A ji=jot] A
(J! : :
i1=0 A ji#Fko
false .




$ blast assigner.c

addPred: 5: (gui) adding predicate
k@main+-(j@main)+-(1@main)<=0 to the
system

addPred: 6: (gui) adding predicate
1@main+j@main+-(k@main)<=0 to the
system

jo=0 A ko=io A
00 A i10>0 A
1=io-1 A ji=jot] A
11=0 A ji#Fko




























Completeness

® An ART is complete for a CFA iff

® The root is labelled with the initial states of the
CFA

® For each internal node (n,r) € ART with r
satisfiable, if n =#°P m € CFA then
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Multi-procedural
programs

® Essentially, non-recursive procedures can be
handled by inlining calls




Pointer aliasing

® Andersen’s analysis

A
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® For each pointer; store the set of locations




Andersen’s Analysis

Statement Constraints




Pointer aliasing
- an example

int main()

32

$ blast -cref pointerprog.i

addPred: 0: (gui) adding predicate
* (a@main)==1 to the system
addPred: 0: (gui) adding predicate
* (a@main)==1 to the system

No error found. The system 1is
safe :-)




BLAST innovations

® BLAST’s use of counter-example guided
abstraction refinement is inspired by SLAM

® [he two main innovations in BLAST are:

® the use of interpolants between the past
and future fragments of an infeasible path
to discover new predicates

® the use of lazy predicate abstraction
whereby predicates are tracked locally
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Limitations

® Uses linear arithmetic, so it struggles with
multiplication and bit-level manipulations

® Assumes set of integers is infinite, so

doesn’t account for integer overflows
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